USC Secure Wireless
USCAnnenberg Connecting with a Windows 7 Computer

Introduction
This page documents how to connect a computer running Windows 7 to USC Secure Wireless.

Adding USC Secure Wireless Manually

Users can manually add Secure Wireless by opening up their Network and Sharing Center.
1) Click Start, then Control Panel.

2) Click Network and Sharing Center.

3) Beneath Change your network settings, click Set up a new connection or network.
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4) Select Manually connect to a wireless network and then click Next.

&3 » Control Panel » Metwork and Intemet ¢ Network and Shanng Center
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5) Enter the following information into | r = = =

the window that pops up: & = Manusty connect o s neork

Enter information for the wireless network you want to add

« Network Name: USC Secure

Network name: USC Secure Wireless
Wireless _
. _ Security type: [WpA2-Enterprise -
« Security Type: WPA2-Enterprise — = )
° Encryptlon Type AES Security Key: - Hide characters

« Ensure that Start this connection T ———
automatica”y is selected. [7] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

l |
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6) Click Next. There will be a confirmation message verifying USC Secure Wireless has been added.

Configuring the Authentication Method

Users on Windows 7 often have difficulty connecting to secure wireless because of the default

authentication method. This is a result of Windows 7 attempting to use the user’s local credentials

on their computer to authenticate for USC Secure Wireless. An indication of this happening is

when users attempt to connect to Secure Wireless, but are never asked to input their username

or password. Luckily, users can manually configure the authentication method by taking the steps

below.

7) Right-click USC Secure Wireless, and select
Properties.

8) Click the Security tab in the Network Properties
window that pops up. Confirm that the network
authentication method says Microsoft: Protected EAP
(PEAP), and then select Settings.

onnection | Security

Security type: [WPA2-Enterprise v

Encryption type: [AES v]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v” Settings ”

| Remember my credentials for this connection each
time I'm logged on

[ Advanced settings
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Connecting with a Windows 7 Computer

9) This will open up the protected EAP properties. Verify with
the user that the Authentication Method says Secured Password

validate server certificate

(EAP-MSCHAP v2), and then select Configure. (V] Connect o these servers:

controller, usc.edu

Trusted Root Certification Authorities:
["] Microsoft Root Certificate Authority -
[Z] Microsoft Root Certificate Authority 2011
| Thawte Premium Server CA
[ Thawte Premium Server CA
| thawte Primary Root CA
[ Thawte Timestamping CA |
VeriSign Class 3 Public Primary Certification Authority -G53~ =
i | I ]

|| Do not prompt user to authorize new servers or trusted
certification autherities.

Select Authentication Method: :
Secured password (EAP-MSCHAP v2) =) | configure... |

[¥]Enable Fast Reconnect

|| Enforce Network Access Protection
[ Disconnect if server does not present cryptobinding TLV
[~| Enable Identity Privacy

ok [ con |

10) The EAP MSCHAP V2 Properties window will appear.
Uncheck the box next to “Automatically use my Windows
logon name and password.” Click OK.

[#] validate server certificate

/| Connect to these servers:

controller,usc.edu

Trusted Root Certification Authorities:
[ Microsoft Root Certificate Authority

—| EAP MSCHAPv2 Properties

H |

V] | When connecting:

= = Automatically use my Windows logon name and

" *— password {and domain ff any).

[ ok | [ Concel |
\ ’

Select Authentication Method:
Secured password (EAP-MSCHAP v2) x| [ Configure... |

[¥] Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect if server does not presant eryptobinding TLV
|| Enable Identity Privacy
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11) Return to the Security tab in the Network
Properties window. Select Advanced Settings.

Connection | Security

Security type: \WPA2-Enterprise

Enayptiontype:  [AES -

Choose a network authentication method:

| Mirosoft: Protected EAP (PEAP) *|| settings
(¥ Remember my credentials for this connection each
time I'm logged on

| Aovancedsetiogs |

12) The Advanced settings window will appear. Have

| 802.1X settings |802, 11 settings

the user check the box Specify authentication mode [¥] specify authentication mode:
and select User authentication from the drop down [user authentication -]| [ Save credentials |
menu. Delete credentials for all users

| [T Enable single sign on for this network
(@ Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds); 10

Allow additional dialogs to be displayed during single
Sign an

This network uses separate virtual LANs for machine
and user authentication

13) Select OK and attempt to connect to USC Secure
Wireless.
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